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Chapter 1 : Introduction

1.1. What is the National Installation of NetDMR?

The E P A BlesDMR is a web-based application that will allow National Pollutant

Discharge Elimination System (NPDES) permittees to electronically submit

di scharge monitoring reports (DMRs) to EPA
information, the Integrated Compliance Information System (ICIS)-NPDES

database. NPDES permits are issued under the authority of the Clean Water

Act.

The E P A BletDMR application is referred to as the National installation of

NetDMR to distinguish it from state NetDMR and other electronic DMR (eDMR)

systems. Many state agencies use EPAG6s National
DMRs electronically from their NPDES covered facilities. The EPAOs isNet DMR
accessible through the E P A €emntral Data Exchange (CDX), allowing each

state agency, tribe or EPA Region to have their own separate working

environ me nt , or SedivRe,00 gtrhaamt can be customized wi
permits, DMRs, news alerts and contact information.

1.2. Why is NetDMR use d?

An essential component of NetDMR is the exchange of data between ICIS-
NPDES and NetDMR that allows permittees to complete a DMR that is specific
to their permit limits and outfalls.

1.3. Who uses NetDMR?

For a list of state, territories, and EPA Regions that use E P A Blaional NetDMR
please visit, https://netdmr.zendesk.com/hc/en-us/articles/209616426-For-New-
Users-Who-Can-Report- This site also provides a link to other eDMR systems.

Within the EPAGs Na ttheabilityto vithveahdDndd¥y datgtis t e m,
controlled by the regulatory authority (RA) that is authorized to implement the

NPDES program that warrants submission of the DMR. A NetDMR User is

affiliated with (a facility, a labor contractor, a state, an EPA region, or EPA

headquarters) and the roles a User can be assigned to.


https://netdmr.zendesk.com/hc/en-us/articles/209616426-For-New-Users-Who-Can-Report-
https://netdmr.zendesk.com/hc/en-us/articles/209616426-For-New-Users-Who-Can-Report-
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NOTE: As of May 2017, NetDMR6 s r egi st r at signimnpgge was upgasledaon d
use the Central Data Exchange (CDX) registration services.

To access NetDMR, Users must have a CDX account .

CDX is an agency user account creation and management tool
used for accessing several different EPA systems for
electronic reporting with a single sign in.

2.1. User Type

The ability to view and modify data within NetDMR is determined by the type of User
role assigned by the affiliated organization (a facility, a laboratory, contractor, a state,

an EPA region, or EPA headquarters) s ubmi tt i . ng DMR®6 s
*Note: For this purpose of this guide, we are using terms reference in NetDMR
registration page.
** For users creating an account using CDX registration page, a User Type is
referenced as a Role.

The four different types of Users are as follow:

U Permittees
1 Permittee (signature)
1 Permittee (no signature)
U Data Providers (Contractors and Labs)
U Internal Users (EPA & State Regulatory Authority only)
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2.2 Permittee (no signature) and Data Providers

A Permittee (no signature) can:
U View, enter and upload DMRs into NetDMR
U Edit CORs
U Approve roles for other users within NetDMR

A Data Provider can:
U View
U Enter and import DMRs into NetDMR
U Edit CORs but cannot sign and submit forms.

2.2.1 Create an Account: Permittee (no signature) and Data Providers

This section provides information on how to create a CDX account to sign into
NetDMR for data entries, DMR submissions and CORs access.

1. Go to the NetDMR website at https://netdmr.epa.qov.

2. You will be routed to the NetDMR registration and Sign in screen, which is powered
by CDX. Click on the link located under EFII to start creating
a new account as shown in Figure 2-0.


https://netdmr.epa.gov/

United Siates
Environmental Protection
Agency

gm.atk?i‘m&

Monitoring Report

powered by CDX.‘:

wE

Home

Resources ~

Welcome to the NetDIMR 2017 Upgrade registration and log-in page. To
sign in, please use your Central Data Exchange (CDX) User ID and
Password. If you are already a registered NetDMR user with or without a
current CDX account, check for an email from netdmr-notification@epa.gov
with instructions on how to complete the CDX registration for NetDMR
users. If you did not receive an email or could NOT complete the process
using the link provided in the email, you will need to create a new CDX
account unless you already have a CDX account. If you already have a
CDX account, please add the appropriate NetDMR program service(s).

Sign in

0 'create a new account

* = required

UserD #*
Password %

Forgot usemame?

Forgot password?

Figure 2-0: NetDMR Registration and Sign in Page

3. You will then be prompted to select your State Agency or EPA Region and
User Type by clicking on the dropdown field shown in Figure 2-1.

Create a New Account

Select State Agency or EPA Region and User Type

State Agency or EPA Region *

Select...

User Type *

Next

Figure 2-1: Select Agency/ Region and User Type

U For State Agency/ EPA Region, select the Regulatory Agency where

your DMRs are sent.



Select State Agency or EPA Region and User Type

State Agency or EPA Region *
NetDMR: EPA Region 06 - AR-GM-LA-NM-OK-TX -

NetDMR: EPA Region 05 A

NetDMR: EPA Region 06 - AR-GM-LA-NM-OK-TX
NetDMR: EPA Region 07

EPA Region 08

EPA Region 09 - AS-AZ-CA-GU-MP-MW-NN

NetDMR: EPA Region 10 - Alaska v

U Select User Types:
a. Permittee (no signature): A person that edits or views the
DMRs and is not able to sign the forms or Permit
Administrator of the permit.
b. Data Provider: Labs, contractors, or 3 party affiliates who
normally edit or view DMRs.

Select State Agency or EPA Region and User Type

State Agency or EPA Region *

NetDMR: EPA Region 06 - AR-GM-LA-NM-OK-TX -

User Type *

Regulated Community
Data Provider

Permittee (no signature)
Permittee (signature)

Regulatory Authority
Internal User

Click to continue to the next step.
Fill out the required information marked with asterisks on Personal Information
section (Figure 2-2):

a Title

U First Name

U Last Name

U Job Title



Personal Information

Title =

Select... ~

First Name *

Middie Initial

Last Name =

Suffix

Select... ~

Figure 2-2: Personal Information

6. Click to continue to next step

7. On the following screen, you will need to create a User ID, password, and
answer three security questions. Please see Figure 2-3 to view all required

fields.

Create a User ID and Password

UserlID = Password *

These questions will be used to reset your password:
Question 1 *

Select a question..

Question 2 *

Select a question

Question 3 *

Select a question..

[] Agree to the Terms and Conditions

Figure 2-3: Create a User ID and Password

8. User ID must be:
A Minimum 8 characters

A Cannot contain any spaces
A Only the following special chara ct er s

@0

9. Security Questions:

Verify Password *

[ Show password

Answer1 =

Answer2 =

Answer3 *

[] show answers

=]



ASelect three questions from the drop down list and enter an answer
for each question selected.
AThese questions will be used to reset your password.

10.Read the Terms and Conditions, and Click on radio box to Agree to the Terms
and Conditions.

11.Click to continue to next step.
12.0nce Security Questions have been answered that will be used to sign a DMR
electronically, you will need to select your organization.
U Note: You should select the organization on whose behalf you are

reporting.
13.Searchforyoure mpl oyer 6 s organi zation by entering
2-4):
U Organization name
U State

U Other search fields are optional
Organization Information
Search your organization by one or more of the following criteria:

Organization Name *

Gulf
Mailing Address (line 1)

Mailing Address (line 2)

City State « Zip/Postal Code

Figure 2-4: Organizational Information

14.Click m to continue to the next step.

15.A list of similar name organizations that meet your search criteria will appear as
shown in Figure 2-5. Select your correct organization.



Organization Information

Select your organization:

Show 10 v entries

Action Q ization ID (=] ization Name Address 1 Address 2 City State Zip Code
15948 GULF COAST STORET 11110 ROUNDTABLE DRIVE ROSE HILL ™ 77375
21820 GULF BP CATASTROPHE 100 GULF OF MEXICO DRIVE CORPUS CHRISTIE X 72019
22941 Gulf Oil (Test) 100 Main Houston ™ 12345
23061 Gulf Coast Qil 100 Main Houston X 65432
Select 23062 Gulf Coast Oil 100 Main Houston ™ 75202
Showing 1 to 5 of 5 entries Previous - Next

Figure 2-5: Organizational Information List

16.Click the @ button on the left of the correct organization.
U Note: There may be multiple pages with similar organization names. Each
page is limited to 10 organizations per page shown. Make sure to view all
pages.

17.0nce you select your organization, you will be prompted to confirm your

organization information is correct by clicking on . See Figure 2-6.

Organization Information
Gulf Ol (Test)

100 Main

Dallas, TX 75202

us

Wrong organization information? Back to search results or reguest that we add your organization

Figure 2-6: Your Organizational Information

18.If the organization is incorrect, click on back to search results link.
19.1f the organization is unavailable, click on request that we add your
organization link.
U View section 2.2.2 on how to add an organization.

2.2.2. Adding Organization

If you cannot find the organization you are searching for, you will be given the option to
submit a request to add a new organization.

Can't find your organization? Back to search page or request that we add your organization.

20.To add your organization, fill out required information (Figure 2-7):
10



a
a
a
a
a
a
a
a

21.Click

Organization Name
Country
Mailing Address

City
State

Zip/Postal Code

Email

Phone Number

'_'.

" Re

—de-— to continue.

Part 2: Orgamzation Info

Organization Name *

Country * |UN1TED STATES

Mailing Address *

Mailing Address 2

City *

State * -Please Select-
ZIP[Postal Code *

Email *

Phone Number *

Phone Number Ext

Fax Number

Figure 2-7: Adding Organizational Information

22. After adding organization, a screen with your organizations information will
appear. See Figure 2-8.

23.Review information. If all the information is accurate, add your phone number
and click =

Lo to continue.

Part 2: Organization Info
© Select a Current Organization

® Request to Add an Organization

Shell Offshore, Inc
701 Poydras St

New Orleans, LA, US
70139

Email * cathypermitadm@agmail.com

Phone Number * e e
PhoneNumberext [ |
Fax Number ]

Wrong organization information? Back to Search Results, Use advanced search or reguest that we add your organization.

: t Request for Access |

Figure 2-8: Adding Organizational

11



2.2.3. Contact Information
After adding your Organization Information, enter your Contact Information (Figure 2-9).

Contact Information

Phone Number * Extension
Email *

Re-enter Email =

]l

Figure 2-9: Contact Information

24 Enter all required information with an asterisk.
U Phone Number
i Emall
U Re-enter Email

25. After you re-enter your email, click on

26.You will receive an email with a verification code.

27.Copy and Paste the verification code from your email into the Verification Code
field (Figure 2-10).

Contact Information

Fhone Number # Extension

Email #

Re-enter Email #

Verification Code #

Figure 2-10: Verification Code

28.Click on 2550 to continue.

29.A pop-up note will appear on your screen _
stating that you have successfully
completed your registration.
Please note: if you selected the Permittee You have completed core CDX account registration. Click Continue to proceed. Depending

(S|gnatu re) User Type’ you W||| be d | rected on your NetDMR role, you may be asked to complete Identity Proofing before your role is
activated.
to complete the identity proofing.

Success!

Continue

12



2.3 Permittee (Signature)

A Permittee (signature) also referred to as a Signatory (40 CFR § 122.22), is a person

authorized to:

U Sign, view, edit and submit DMRs/CORs for a specific permit.

Import DMRs

Download blank DMRs
Download CORs

[ - enHEN enHEN anHEN et

Approve roles for other users within NetDMR.

Sign and submit Subscriber Agreements

2.3.1 Create an Account: Permittee (signature)

This section provides information on how to create a Central Data Exchange

(CDX) account to access NetDMR for data entry, DMR submissions and CORs.

30.Go to the NetDMR registration and Sign in page, https://netdmr.epa.gov. Please
note this url will redirect to a CDX url (https://cdxnodengn.epa.gov/oeca-netdmr-

web/action/login).

31.Click on the B SENEEESII (ink located under EEIMA to create a new account

as shown in Figure 2-11.

" United States
SEPA s proecon
s Agency

5]\t DMR

Metwaork Discharge
Maonitoring Report

powered by CDXqh

Resources ~

Welcome to the NetDMR 2017 Upgrade registration and log-in page. To
sign in, please use your Central Data Exchange (CDX) User 1D and
Password. If you are already a registered NetDMR user with or without a
current CDX account, check for an email from netdmr-notification@epa.gov
with instructions on how to complete the CDX registration for NetDMR
users. If you did not receive an email or could NOT complete the process
using the link provided in the email, you will need to create a new CDX
account unless you already have a CDX account. If you already have a
CDX account, please add the appropriate NetDMR program service(s).

Sign in
or reate a new account

* = required

User D #

Password %

Forgot usermame?

Forgot password?

Figure 2-11: CDX Create Account Page

13
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https://cdxnodengn.epa.gov/oeca-netdmr-web/action/login

1. You will then be prompted to select your State Agency or EPA Region (aka

Regulatory Agency) and User Type or role by clicking on the dropdown field
shown in Figure 2-12.

Create a New Account

Select State Agency or EPA Region and User Type

State Agency or EPA Region *

Select... v

User Type *

Figure 2-12: Select Agency/ Region and User Type

U Select the Regulatory Agency where your DMRs are sent.

Select State Agency or EPA Region and User Type

State Agency or EPA Region *

NetDMR: EPA Region 06 - AR-GM-LA-NM-OK-TX -

NetDMR: EPA Region 05

NetDMR: EPA Region 06 - AR-GM-LA-NM-0OK-TX

NetDMR: EPA Region 07

~

EPA Region 08

EPA Region 09 - AS-AZ-CA-GU-MP-MW-NN

NetDMR: EPA Region 10 - Alaska v

U Select User Type:
a. Permittee (signature): A person authorized to Sign DMRs.

Select State Agency or EPA Region and User Type

State Agency or EPA Region *

NetDMR: EPA Region 06 - AR-GM-LA-NM-OK-TX -

User Type *

Regulated Community
Data Provider
Permittee (no signature)
Permittee (signature)

Regulatory Authority
Internal User

14



2. Click to continue to next step.

3. Fill out the required information marked with asterisks on Personal Information
section (Figure 2-13):
a Title
U First Name
U Last Name
U Job Title (only for Permittee (signature))

Personal Information

Title *

Select v
First Name =
Middle Initial
Last Name =
Suffix
Select... ~

Job Title *

Figure 2-13: Personal Information

4. Click to continue to next step
5. On the following screen, you will need to create a User ID, password, and

answer three security questions. Please see Figure 2-14 to view all required
fields.

15



Create a User ID and Password

UseriD = Password * Verify Password *

[ Show password

These questions will be used to reset your password:

Question 1 * Answer 1 =
Select a question.. v

Question 2 * Answer2 =
Select a question v

Question 3 * Answer3 *
Select a question.. v

[] show answers

[] Agree to the Terms and Conditions

Figure 2-14: Create a User ID and Password

6. User ID must be:
9 Minimum 8 characters
1 Cannot contain any spaces
TOnly the foll owing specaqiail, ocimadact er
@0
7. Security Questions:

1 Select three questions from the drop down list and enter an answer
for each question selected.
1 These questions will be used to reset your password.

8. Click on radio box to Agree to the Terms and Conditions.

9. Click to continue to next step.
10.0nce Security Questions have been answered, as a Permittee (signature), you
are required to answer five (5) additional Security Questions (Figure 2-15).

U Make sure to remember your answers, as these questions will appear when
digitally signing electronic DMRs.

16



Electronic Signature Setup

These questions will be used for signing your document electronically:

Question 1 * Answer 1 =
Select a question. v

Question 2 * Answer 2 *
Select a question ~

Question 3 = Answer 3 =
Select a question. v

Question 4 * Answer4 *
Select a question A4

Question 5 * Answer 5 =
Select a question ~

[ show answers

Figure 2-15: Signatory Security Questions

11.Click to continue to next step.
12.0nce Security Questions have been answered, you will need to select your
organization.
U Note: You should select the organization on whose behalf you are
disclosing.
13.Searchfor empl oyer 6s organization by entering
16), which is marked with an asterisk:
U Organization name
U State

Other search fields are optional.
Organization Information

Search your organization by one or more of the following criteria:
Organization Name *

Gulf
Mailing Address (line 1)

Mailing Address (line 2)

City State * Zip/Postal Code

Figure 2-16: Organizational Information

14.Click to continue to the next step.

17



15. A list of similarly named organizations will appear as shown in Figure 2-17. Select
your correct organization by looking at the address and city associated with your

organization.

0 NOTE: The Organization ID is only relevant in CDX. Users creagingccountin CDX must click
on their Organization ID to select their organization. Organizatiois it used in NetDMR.

Organization Information

Select your organization:

Show 10 v entries

Action o) ization ID O ization Name

15948 GULF COAST STORET

lec

21820 GULF BP CATASTROPHE

lec

T 22941 Gulf Ol (Test)

23061 Gulf Coast Oil

doan

lec

Pl 22062 Guif Coast Oil

Showing 1 to 5 of 5 entries

Figure 2-17:

Address 1 Address 2 City

11110 ROUNDTABLE DRIVE ROSE HILL
100 GULF OF MEXICO DRIVE CORPUS CHRISTIE
100 Main Houston
100 Main Houston

100 Main Houston

Organizational Information List

16.Click the button on the left of the correct organization.

State

™

™

™=

™

™=

Zip Code

77375
72019
12345
65432

75202

Previous n Next

17.0nce you select your organization, you will be prompted to confirm your

organization information is correct by clicking on

Organization Information

Gulf Ol (Test)
100 Main

Dallas, TX 75202
us

st that we add your organzation.

Figure 2-18: Your Organizational Information

. See Figure 2-18.

18.1f the organization is incorrect, click on the back to search results link.
19.1f your organization is unavailable or is not found, click on the request that we

add your organization link.

U View section 2.3.1.1 on how to add an organization.

2.3.1.1. Adding Organization

If you cannot find the organization you are searching for, you will be given the option to
submit a request to add a new organization.

18



20.To add your organization, fill out required information (Figure 2-19):
i Organization Name
Country
Mailing Address
City
State
Zip/Postal Code
Email
Phone Number (the organizaton6s phone number)

[enchi et cnt S e an N e e e

21.Click i il i to continue.

Part 2: Organization Info

Organization Name *

Country * | LINITED STATES bl

Mailing Address *

Mailing Address 2

City *

State * -Please Selact-
ZIP/Postal Code *

Email *

Phone Number *

Phone Number Ext

Fax Number

Figure 2-19: Adding Organizational Information

22. After adding organization, a screen with your organization® information will
appear. See Figure 2-20.

23.Review information. If all information is accurate, add your work phone number
and click s caaiiuisd to continue.

Part 2: Organization Info
© Select a Current Organization

@® Request to Add an Organization

Shell Offshore, Inc
701 Poydras St

Mew Orleans, LA, US
70139

Email * cathypermitadm@gmail.com

Phone Number * T
Phone Number et [
Fax Number I

Wrong organization information? Back to Search Results, Use advanced search or reguest that we add vour organization .

t Request for Access |

Figure 2-20: Adding Organizational
19



2.3.1.2. Contact Information

After adding your Organization Information, enter your Contact Information (Figure 2-
21).

Contact Information

Phone Number * Extension
Email *

Re-enter Email =

Figure 2-21: Contact Information

24.Enter all required information with an asterisk. . ’0 .
i Ph N b k oh b Leave this screen open whilg
a one Number (your work phone number) you search for the emagith

0 Email your Verification Code.
U Re-enter Emall

25. After you re-enter your email, click on

26. A verification code will be sent to the email address prowded

27.Copy and paste the verification code from your email into the Verification Code
field (Figure 2-22).

Phone Number # Extension
Email #
Re-enter Email #

Send Verification Code

Verification Code #

Register

Figure 2-22: Verification Code
28.Click on to continue.

29. A pop-up note will appear on your screen informing that you have successfully
completed your core CDX account registration.

20



Success!

You have completed core CDX account registration. Click Continue to proceed. Depending
on your NetDMR role, you may be asked to complete Identity Proofing before your role is
activated.

Continue

30.Now you must verify your identity and sign an Electronic Signature Agreement
(ESA) by clicking on Continue.

2.3.1.3. CDX Electronic Signature Agreement (ESA)

If you have the role of a Permittee (signature), you will be required to sign an
Electronic Signature Agreement (ESA), which is an agreement between yourself and
CDX that will authorize your electronic signature. Once the ESA has been signed,
you will be authorized to sign information in NetDMR.

U CDX uses "Signature Agreement" to authenticate and authorize users who
‘certify’ data.

U Only one Signature Agreement needs to be submitted and approved per
CDX account.

U By signing ESA, user is legally bounden, and obligated to keep their
signatory credentials secured, and responsible for their electronic signature
as if it were a wet in signature.

2.3.1.3.1. Electronic Signature

If you choose to electronically identity proof through LexisNexis, you will need to:

1. Answer the question, AWould you Il id&ke
The def au lfyoucéhesosemagt ,gherdyou will need to setitt o db\W o
clicking the tab to the left.

2. Enter your personal information for the required fields (Figure 2-23).

NOTE: EPA does not save or copy the information required thru LexisNexis.
3. Agree to the terms in the Electronic Signature Agreement (ESA) by clicking on

radio box.
4. Click to continue registration.

21
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Identity Proofing

Identity Verification

Would you like to perform electronic Identity Proofing?
YES

Electronic Identity Proofing
The following information will be used for identity proofing, it will not be stored

Home Mailing Address (line 1) -+

Home Mailing Address (line 2)

City - State + Zip/Postal Code =
Date of Birth =

~ ~ v
SSN Last 4: « Phone Number

[J show SSN digits

[ 1 agree to the Electronic Signature Agreement

Figure 2-23: Identity Proofing

You will then need to select five security questions from a drop-down menu.
U These questions will appear when digitally signing the electronic DMRs.
Note: Answers are case sensitive, So make sure
you will remember them.
Click fisaveo to continue.
An eSignature Authorization window will pop up with your User ID and Password
(Figure 2-24).
Complete the following steps for authorization:
0 First step: Authenticate
1 Enter password to start authenticate eSignature process.
U Second step: Verify
1 Answer security question
U Third step: Sign
fCliciligmohi

eSignature Widget

1. Authentication 2. Verification 3. Sign File
Log into CDX

Question:
User: What is the name of the hospital
R ———— where you were born?
Password: Answer:
ssssssssnsnee -

Figure 2-24: Authentication process
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9. A green pop-up box will appear stating you have
successfully signed your ESA and have passed
identity proofing.

v You have successfully signed

Electronic Signature Agreement

10.0Once you have completed identity proofing and signed the ESA, , you will be
brought to the MyCDX Landing Page.

2.3.1.3.2. Paper Signhature
If you opt out of the electronic signature process, or fail identity proofing, a paper

signature option is available. Identity Verification
1. CIle the Whlte tab Under the question, Would you like to perform electronic Identity Proofing?
AWould you I ike to p i C

identify proofing?0 This would change
answe r t o (se Nigure @-23).
2. Review the signature agreement, print and sign it (Figure 2-25).

Identity Verification

We were unable to verify your identity with the provided information. Please print, review, sign, and mail your paper Electronic Signature
Agreement.

You have selected to perferm identity proofing via the paper based option. Please be aware that the paper based option requires you to mail a wet ink signed version of the
ESA and does take longer fo process. You will not be able to access the NetDMR system until this document is received and processed.

Paper ESA

U.S. Environmental Protection Agency ~
Office of Enforcement and Compliance Assurance
NPDES e-Reporting Tool Electronic Signature Agreement

In accepting the electronic signature credential issued by the U.S. Environmental Protection Agency (EPA) to sign electronic
documents submitted to EPA's Central Data Exchange (CDX), and as a representative for:

Electronic Signature Holder Company Information

Figure 2-25: Paper ESA

3. Mail the signature agreement to your Regulatory Authority (RA)
U RA address can be found by clicking on hyperlink found on bottom of ESA
form (Figure 2-26).
4. The ESA must be received and approved by the RA before you are able to access
NetDMR.
5. You will receive an email from your RA once your ESA has been approved.
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You have selected to perform identity proofing via the paper based option. Please be aware that the paper based option requires you to mail a wet ink signed version of the
ESA and does take longer to process. You will not be able to access the NetDMR system until this document is received and processed

Paper ESA
~
Signed: ~
1
Responsible Official
Date:
PLEASE FOLLOW THE MAILING INSTRUCTIONS AT THE FOLLOWING HYPERLINK:
https://netdmrloadtest epacdx net/netdmr-web/public/instance mailing address. htm?instance=NDMR-R6
v

Figure 2-26: Paper ESA- RA Information Hyperlink

6. Continue process by logging in to your CDX account and clicking on the hyperlink
with your role type under the Role column (Figure 2-27).

CD)e Central Data Exchange

‘ Inbox H My Profile || Submission History

Services
Status Program Service Name Role
& NDMR-R6: NetDMR: EPA Region 06 - AR-GM-  Permitiee
LA-NM-0OK-TX (signature)

Figure 2-27: Program Services page

7. After clinking on hyperlink, the next screen will show the NetDMR welcome page.
You can now access your NetDMR (Figure 2-28).

8. Once in the NetDMR application, you will need to continue by Requesting Access
for specific NPDES ID(s).

U Please visit the NetDMR Support webpage at https://netdmr.zendesk.com for
further instructions on how to Request Access for NPDES ID(s).
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FAQs | Getting Started | Contact the NetDMR Team

Net DMR

Network Discharge
Monitoring Report

Welcome

Welcome to the EPA Region 06 - AR-GM-LA-NM-OK-TX Installation of NetDMR! NetDMR. is a web-based application that
allows National Pollutant Discharge Elimination System (NPDES) Permittee Users to enter and electronically submit
Discharge Monitoring Report (DMR) data through the Central Data Exchange (CDX) to EPA. All facilities required to provide
DMR. data as part of their NPDES permit will need to do so electronically using NetDMR as of December 21, 2016. If you are
interested in learing more about NetDMR please check out the NetDMR Support https://netdmr.zendesk.com/home

Access NetDMR

Continue to NetDMR

= First time users should check to see if your permit is available in NetDMR yet by Checking your Permit ID
= If you have any guestions about NetDMR, please contact Nguyen.helen@epa.gov.

News

* There are no news items

Figure 2-28: NetDMR Welcome Page

2.4 Internal User/ Regulatory Authority

1 An Internal User is a State or EPA Regional Regulatory Authority (RA). They are a
staff member that approves or denies requests in NetDMR from Permittees that
want to be a Signatory for a permit. An Internal User can also:

Manage User accounts

Customize their own Instance within the National Installation

Approve DMR signatories

Search, view and download DMRs and CORs submitted for permits
administered by the regulatory authority associated with the program service
Provide Technical Support for NetDMR to Permittees and Data Providers

PwphPE

o

2.4.1 Creating an Account: Internal User
First time users can create their own accounts in CDX by following these steps:

1. Go to the NetDMR registration and Sign in page, https://netdmr.epa.gov. Please
note this url will redirect to a CDX url (https://cdxnodengn.epa.gov/oeca-netdmr-
web/action/login).

2. Click on link located under to start creating a new
account as shown in Figure 2-29.

25


https://netdmr.epa.gov/
https://cdxnodengn.epa.gov/oeca-netdmr-web/action/login
https://cdxnodengn.epa.gov/oeca-netdmr-web/action/login

e ) United States
o EPA Environmental Protection
\Y4 Agency

[\IetDMR

Network Discharge
Monitoring Report

Home Resources -~

Welcome to the NetDMR 2017 Upgrade registration page. To sign in,
please use your Central Data Exchange (CDX) User ID and Password. If
you are already a registered NetDMR user with or without a current CDX
account, check for an email from netdmr-notification@epa.gov with
instructions on how to complete the CDX registration for NetDMR users. If
you did not receive an email or could NOT complete the process using the
link provided in the email, you will need to create a new CDX account
unless you already have a CDX account. If you already have a CDX
account, please add the appropriate NetDMR program service(s).

Sign in

or create a new account

* = required

UserID *

Password %

Forgot usemame?

Forgot password?

Figure 2-29: CDX Create Account Page

3. You will then be prompted to select your State Agency or EPA Region and
User Type (Internal User) role by clicking on the dropdown field shown in Figure

2-30.

Create a New Account

Select State Agency or EPA Region and User Type

State Agency or EPA Region *

Select...

User Type *

Next

Figure 2-30: Select Agency/ Region and User Type

U Select your Regulatory Agency.
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Select State Agency or EPA Region and User Type

State Agency or EPA Region *

NetDMR: EPA Region 06 - AR-GM-LA-NM-0OK-TX -

|
NetDMR: EPA Region 05 A
NetDMR: EPA Region 07

EPA Region 08

EPA Region 09 - AS-AZ-CA-GU-MP-MW-NN

NetDMR: EPA Region 10 - Alaska v

U Select User Type:

a. Internal User: State or EPA Agency personnel.

Select State Agency or EPA Region and User Type

State Agency or EPA Region *

NetDMR: EPA Region 06 - AR-GM-LA-NM-OK-TX -

User Type *

Regulated Community
Data Provider
Permittee (no signature)
Permittee (signature)

Regulatory Authority

Internal User

4. Click[ ] to continue to next step.

5.

Fill out the required information marked with asterisks on the Personal

Information section (Figure 2-31):
a Title
U First Name
U Last Name
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Personal Information

Title #*

Select... v
First Name #*
Middle Initial

Last Name #

Suffix

Select... T

Figure 2-31: Personal Information

6. Click to continue to next step

On the following screen, you will need to create a User ID, password, and

answer three security questions. Please see Figure 2-32 to view all required

fields.

Create a User ID and Password

UserID = Password *

These questions will be used to reset your password:
Question 1 *

Select a question

Question 2 *

Select a question..

Question 3 *

Select a question..

[[] Agree to the Terms and Conditions

Figure 2-32: Create a User ID and Password

8. User ID must be:
o0 Minimum 8 characters

o Cannot contain any spaces

Verify Password *

[] show password

Answer1 =

Answer 2 *

Answer3 *

[ show answers
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o Only the following special characters can be us e dg fti , 0 ian d
A@0
9. Security Questions:
o Select three questions from the drop down list and enter an answer

for each question selected.
0 These questions will be used to reset your password.

10.Click on radio box to Agree to the Terms and Conditions.

11.Click to continue to next step.
12.0nce Security Questions have been answered, you will need to select your
organization.
13.Searchforyoure mpl oyer 6 s or gani z addinformationyFiger@t er i ng
2-33), which is marked with an asterisk:
U Organization name
u State

Other search fields are optional.
Organization Information

Search your organization by one or more of the following criteria:
Organization Name *

Gulf

Mailing Address (line 1)
Mailing Address (line 2)

City State = ZipiPostal Code

Figure 2-33: Organizational Information

14.Click m to continue to the next step.

15. A list of similarly named organizations will appear as shown in Figure 2-34. Select
your correct organization by looking at the address and city associated with your
organization.

U NOTE: The Organization ID is only relevant in CDX. Users creating an account in CDX

must click on their Organization ID to select their organization. Organization ID is not used
in NetDMR.
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Organization Information

Select your organization:

Show | 10 v entries
Action Organization ID Organization Name
15948 GULF COAST STORET
21820 GULF BP CATASTROPHE
22941 Gulf Oil (Test)
23061 Gulf Coast Qil
Select 23062 Gulf Coast Oil
Showing 1 to 5 of 5 entries
Figure 2-34:

Address 1 Address 2 City

11110 ROUNDTABLE DRIVE ROSE HILL

100 GULF OF MEXICO DRIVE CORPUS CHRISTIE
100 Main Houston

100 Main Houston

100 Main Houston

Organizational Information List

16.Click the @ button on the left of the correct organization.

State

™

™

™

™

™

Zip Code

77375
72019
12345
65432

75202

Previous - Next

17.0nce you select your organization, you will be prompted to confirm your

organization information is correct by clicking on

Organization Information

Gulf Ol (Test)
100 Main

Dallas, TX 75202
us

hat we add Your crganzation

Figure 2-35: Your Organizational Information

. See Figure 2-35.

18.1f the organization is incorrect, click on the back to search results link.
19.If your organization is unavailable or is not found, click on the request that we

add your organization link.

U See section 2.4.1.1 on how to add an organization.

2.4.1.1 Adding Organization

If you cannot find the organization you are searching for, you will be given the option to
submit a request to add a new organization.

20.To add your organization, fill out required information (Figure 2-36) marked with

an asterisk:

i Organization Name
Country
Mailing Address
City
State
Zip/Postal Code

[ench et ant S e e e
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u Email
u Phone Number( t h e
21.Click i e

Part 2: Organization Info

organi zationods
= to contirue.

Organization Name *

Country * [UNITED STATES

Mailing Address *
Mailing Address 2
City *

State * -Please Selact-
ZIP/Postal Code *

Email *

Phone Number *

Phone Number Ext

Fax Number

Figure 2-36: Adding Organizational Information

phone

22. After adding your organization, a screen with your organization® information will

appear. See Figure 2-37.

23.Review the information. If all information is accurate, add your work phone

number and click Bl Lot to continue.

Part 2: Organization Info

© Select a Current Organization
® Request to Add an Organization

Shell Offshore, Inc
701 Poydras St
Mew Orleans, LA, US

70139

Email * cathypermitadm@agmail.com
Phone Number * :l
Phone Number Ext |:|
Fax Number I:l

Wrong organization information? Back fo Search Results, Use advanced search or reguest that we add your oraanization.

E t Request for Access |

Figure 2-37: Adding Organizational

2.4.1.2. Contact Information

After adding your Organization Information, enter your Contact Information (Figure 2-

38).
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Contact Information

Phone Number * Extension
Email *
Re-enter Email =

g | conue |

Figure 2-38: Contact Information

24 Enter all required information with an asterisk.

U Phone Number T/p
u Email Leave this screen open whilg
U Re-enter Email you search for the email with

. . our Verification Code.
25. After you re-enter your email, click on y

26. A verification code will be sent to the email address
provided.

27.Copy and paste the verification code from your email into the Verification Code
field (Figure 2-39).

Conlact Information

Phone Number # Extension

Email #*

Re-enter Email #

Verification Code #*

Figure 2-39: Verification Code

29. A pop-up note will appear on your screen

informing you that you have successfully Success!
com pleted your core C DX accou nt You have completed core CDX account registration. Click Confinue to proceed. Depending
. . on your NetDMR role, you may be asked to complele Identity Proofing before your role is
registration. activated.
30.You will then be redirected to your MyCDX Contine

Landing Page .
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2.5 NetDMR Sign in via MyCDX Landing Page

NOTE: Once you have completed your CDX account registration, your System
Administrator will then have to sign into CDX and search for your pending Internal User
request. Once approved by your RA, you will then have access to MyCDX, which is the
landing page to sign into NetDMR.

1. Click on your role (hyperlink located under the ROLE column) to take you into
NetDMR.
U If you are a Permittee (signature), this hyperlink will be inactive until
your ESA has been approved.

CD)& Central Data Exchange

| Inbox || My Profile || Submission History

Services
Status Program Service Name Role
& NDMR-AK: NetDMR: Alaska Department  Internal User

of Environmental Conservation

1. You will be taken to the NetDMR Welcome Page.
U RAs can post News and other helpful information on this page.
2. Click on the Continue to NetDMR hyperlink to continue into NetDMR.

FAQs | Getting Started | Contact the NetDMR Team

NetDMR

twork Discharge
Monitoring Report

Welcome

Welcome to the EPA Region 06 - AR-GM-LA-NM-OK-TX Installation of NetDMR! NetDMR is a web-based application that
allows National Pollutant Discharge Elimination System (NPDES) Permittee Users to enter and electronically submit
Discharge Monitoring Report (DMR) data through the Central Data Exchange (CDX) to EPA. All facilities required to provide
DMR data as part of their NPDES permit will need to do so electronically using NetDMR as of December 21, 2016. If you are
interested in learning more about NetDMR please check out the NetDMR Support https://netdmr.zendesk.com/home

Access NetDMR

Continue to NetDMR

« First time users should check to see if your permit is available in NetDMR yet by Checking your Permit ID
« If you have any questions about NetDMR, please contact Nquyen.helen@epa.gov.
News

+ There are no news items

33



Chapter 3: Roles in NetDMR

Note: Roles in NetDMR are distinct from the User Type selected when completing the
core CDX registration. Please review chart below for a better definition.

CDX Roles

Term

Who

Available
NetDMR Roles

Definition

Data Provider

Lab, Contractor,
or 3rd Party
Affiliate

Edit, View

Allowed to view, enter and import DMRs
into NetDMR and edit CORs but they
cannot sign and submit forms.

Permittee
(signature)

If you work for
the company AND
will Sign/Submit
DMRs

Signatory, Permit
Administrator, Edit,
View

A person authorized to sign, view, edit and
submit DMRs for a specific permit. Will
also be able to approve roles for other
users within NetDMR.

Permittee (no

If you work for
the company but

Permit

Can view, enter and upload DMRs

personnel only

signature) will NOT Administrator, Edit, |into NetDMR, edit CORs, and approve roles
g Sign/Submit View for other users within NetDMR.
DMRs
This s for Internal A Regulatory Authority staff member with
Internal User State/EPA Agency s Y y

Administrator

a NetDMR account.

If you are a Permittee that needs to approve Edit and View requests for your permit(s)
from other Permittee staff, Regulatory Authority staff or Data Providers, you must have
the Permit Administrator role in NetDMR.

If you are a Permittee that is authorized by your Regulatory Authority to sign and
submit DMRs (i.e., signed a signature agreement), you must have the Signatory role.

3.1 Permit Administrator
A Permit Administrator is a permittee who can approve View and Edit requests for

t heir

facilityos

permit(s).

Per mit Ad mi

Signatories are approved by the Regulatory Authority. Specifically, a Permit
Administrator can:

U approve and delete DMR View and Edit role requests from other Permittee Users
U approve and delete DMR View and Edit role requests from Data Providers
U approve and delete Partial DMR View role requests from Regulatory Authority

Administrators and Users
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search and view permits

search and view users

sign and submit DMRs only if they have been granted a Signatory role

import, edit, delete and correct DMRs only if they have been granted an Edit role
search and view CORs

search and view DMRs

download blank DMRs

[t i et B N I o N e

To become a Permit Administrator, a permittee user with an existing Edit or View Role
must request the Permit Administrator Role for a particular permit and be approved by
an existing Permit Administrator for that permit.

3.2 Signatory

A Signatory (40 CFR 8§ 122.22) is a person associated with a Permittee that is
responsible for signing and submitting DMRs on behalf of an organization. Signatories
can also perform the following tasks:

view, edit and delete DMRs
import DMRs

view CORs, permits and users
download blank DMR forms

[ - enHiN an- et

Note: Before a Signatory can sign and submit DMRs, they first must sign and
submit a Subscriber Agreement (SA) to the Regulatory Authority. This can be
done electronically or via paper.

NOTE: The Signatory Role will also automatically be given the Permit Administrator,
Edit, and View Roles.

3.2.1. Responsible Official and Duly Authorized Representative

As a Signatory, in order to sign and submit DMRs you must be either a
Responsible Official or a Duly Authorized Representative.

1 A Responsible Official (RO) (40 CFR § 122.22(a)) is an individual in the
organization with the authority to sign permit applications, reports, and other permit-
required submittals (e.g., DMRSs).

1 A Duly Authorized Representative (DAR) (40 CFR § 122.22(b)) is an individual in
the organization delegated by the Responsible Official to electronically sign DMRs
in their behalf.
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3.3 Requesting a Permit Administrator or Signatory Role

These roles are requested by using the Request Access to Permits and Associated

DMRs page shown in Figure 3-1.

Home | My Account | Request Access | Help | Logout & User:DMENDOZA_TES

. Network Discharge
ﬂ Monitoring Report

Manage Search Unscheduled DMRs Import DMRs Update NODI Downl

Access Requests All DMRs & CORs Unscheduled DMRs Perform Import Check Results Blank [
Check Results

« Request Access to Permits and Associated DMRs

Enter the ID for the permit whose DMRs you would like to access and click the Update button to see the roles that you can requ
Repeat this process for each permit you would like to request access to. You can make one or more access requests from this p

Only users with the Permittee (signature) role in CDX can reguest Signatory roles.

Permit ID: nmo022292 Update
Role: Select One v

Note: The Signatory Role will alse automatically be given the
Permit Administrater, Edit, and View Roles.

Add Request

o Access Requests

A summary of the current access requests is presented below.

Permit ID Role Access
Request

nm0022292 Signatory
®

Figure 3-1: Request Access to Permits and Associated DMRs Page'1

3.3.1.How to Request a Role

The steps for requesting a Signatory or Permit Administrator role in NetDMR are the
following:

1. Click on | Request Access | ot the top of any NetDMR Home page and the Request
Access to Permits and Associated DMRs page will appear.

2. Enter the 9-character Permit ID that you would like to access and click _Update |

3. If the Permit ID is for a permit that is NOT stored in NetDMR an error message is
displayed:

‘ There were errors processing your request.

-

Permit ID: nmO000061 Update | The permitlD is not
| | available for

reporting in NetDMR.

U Check to make sure what you entered is a valid Permit ID and re-enter it.
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4. Once you enter the correct Permit ID, click on the drop-down box next to Roles,
then click on Permit Administrator or Signatory.

Permit ID: [nmo022292 | Update
Role: €

Signatory will also automatically be given the

View , and View Roles.

Edit

Permit Administrator
_—

5. Click on | Add Request |
6. If you did not choose a Role, an error message is displayed. Please choose a Role.

‘ There were errors processing your request.

Permit ID: [nmooooo&0

Role: Select One W

Mote: The Signatory Role will also automatically be given the
Permit Administrator, Edit, and View Roles. Required.

Add Reguest

7. Repeat steps 21 6 above for each different Permit ID you need access to.

8. Check to make sure the request(s) has been added to the Access Requests table
at the bottom of the page.

o Access Requests

A summary of the current access requests is presented below,

Permit I Requested Role Remove Access
Request

SRO0Z&6417  Signatory k-4

9. If the wrong Permit ID or Role is displayed on this table, click on the # next to the
Permit ID to delete request.

10.Review the information displayed on the page, then click on M
U For Signhatory, additional steps are required. Please view section 3.3.1.1.
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3.3.1.1. Signatory Role: Additional Steps

11.For Signatory requests, an Additional Information Required page (Figure 3-2) will

appear after requesting Permit ID access.

U On this page, you will have to clickonyourEmp | oyer 6 s Rel ati ons
facility in which you are submitting DM

@ User:NASRIN_RO1, Permittee User

Home | My Account | Request Access | Help | Logout

\\J ot DM R Indiana DEM

Access Requests All DMRs & CORs Unscheduled DMRs Perform Import Check Results Permits Blank DMR Form
Permits Check Results Users

Manage Search Unscheduled DMRs Import DMRs Update NODI View Download
Users DMR Signing Status

* Additional Information Required

Please provide additional information associated with the Signatory role.

Permit 1D d Role 1
Ing080271  Signatory What is your employer's relationship to the facility or facilities?™:

I have the authority to enter into this Agreement for the Permittee under the applicable standards.

1 am authorized by the person below who does have the authority to enter into this Agreement for the Permittee under the applicable standards.
The following fields are required.

Responsible Official Name:
Responsible Official Title:
Responsible Official Phone Number:
Responsible Official Email Address:

Submit Cancel

Figure 3-2: Additional Information Required Page

12.Click onthe E mp | o yRelatboaship drop-down box, then click on the desired

relationship: Definition:
Select One j Parenti If you work for anorganization that owns
or controlsthe organizationgor whichyou are
Select One submittingDMRs for.
Parent

Facility - If you work for the primaryorganization
for whichyou aresubmitting DMRs for.

13.Then click on the # radio button next to either:

a) Al have the authority to enter into thi
under the applicable standards. o
U By choosing this option, you are confirming you are the Responsible

Official (RO).
OR

b) Al am aut horized by the person bel ow wh
enter into this Agreement for the Permittee under the applicable
standards. 0
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U By choosing this option, you are confirming you are the Duly
Authorized Representative (DAR) signing on behalf of your
organi zationds Responsible Official

Responsible Official

14. If you are the RO, click on the first radio button and click _ submit |

Duly Authorized Representative (DAR)

15.1f you are the DAR you must identify the RO by filling out the required fields:
U Responsible Official Name:
U Responsible Official Title:
U Responsible Official Phone Number:
U Responsible Official Email Address:

16.Review the information displayed is correct, then click on to continue with
the request.

17.The Confirm Access Requests to a Permit and Associated DMRs page is
displayed again (Figure 3-3).

Home | My Account | Request Access | Help | Logout & User:DMENDOZA_TEST, Permittes Usar

5] \ctDMR b

Monitoring Report

Access Requests All DMRs & CORs Unscheduled DMRs Perform Import Check Results Blank DMR Form

Check Results

| Manage Search | Unscheduled DMRs Import DMRs Update NODI | Download

=« Confirm Access Requests to a Permit and Associated DMRs

The table below contains the access requests that you have entered.
Permit ID Requested Role Additional Information

nmQ022292  Signatory What is your employer's relationship to the facility or facilities?*:

® [ have the authority to enter into this Agreement for the Permittee under the applicable standards.

1 am authorized by the person below who does have the authority to enter into this Agreement for the Permitt=e under the applicable standards.
The following fields are required.

Responsible Offcial Name: —

Responsible Official Title: I:|

Responsible Offcial Phone Number: —

Responsible Official Email Address: I:|
[ sign via Paper |[ sian Electronically |[ cancel |

Figure 3-3: Confirm Access Request to a Permit

18.0n the bottom of the confirmation page, click on either

Sian via Paper

|sion Electronicslly | to continue to the Subscriber Agreement (SA).
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3.3.2. Subscriber Agreement (SA)
3.3.2.1 Paper Subscriber Agreement:

19.To sign a hard copy, click on fiSign via Papero on bottom of confirmation page
(Figure 3-4).
= Confirm Access Requests to a Permit and Associated DMRs

The table below contains the access requests that you have entered.

Permit ID Requested Additional Information
Role
nmo0000S1  Signatory What is your employer's relationship to the facility or facilities?*:

I have the authority te enter inte this Agreement for the Permittee under the applicable standards.

1 am authorized by the person below who does have the authority to enter into this Agreement for the Permittee under the
applicable standards.
The fellewing fields are required.

Respensible Official Name: l:l
Respensible Official Title: I:l
Responsible Official Phone Number: I:l
Responsible Official Email Address: |:|

' | Sign via Paper || sign Electronically | tancel

Figure 3-4: Signing Options

20 Up on c |Sigo kia Ragerof, auppiadow with your SA will appear.

Print | Close e | ("lick Oy
Print

Agency: EPA Region 06 - AR-GM-LA-NM-OK-TX (Tesr)
Subscriber Agreement Number: 5/20cc¢ 14-929b-4fdb-bhfb-7{2e060bc37
Generated On: 207 7-11-17 14:49:39.0

Account Reference: 16644

NetDMR Subscriber Agreement Instructions Page
This form can be used for permits issued by: EPA Region 06 - AR-GM-LA-NM-OK-TX
{Test), hereafter referred to as "the Regulatory Authority"”.

Figure 3-5: Paper SA

21.Fill out all required information and click on print (Figure 3-5).
22.You will be routed back to your associated printer, click print to finalize printing
process (Figure 3-6).
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wne Sutscer qrvement

Print
Total: 2 sheets of paper (4 pages)

Agency: EPA Region 06 - AR-GM-LA-NM-OK-TX (Test)
| Print Cancel ‘Subseriber Agreement Number: 3/20cc!4-929b-4filb-bbfb- 72e060bc 37
Generated On: 2017-11-17 14:49:39.0

Account Reference: 16644

\\W18H1N-OEIPS01.a...

Destination NetDMR Subscriber Agreement Instructions Page
This form can be used for permits issued by: EPA Region 06 - AR-GM-LA-NM-OK-TX
(Test), hereafier referred o as "the Regulatory Authority”.
Change...
. A. Signatory Authority Information
The Signatory Authority is the individual that intends to sign DMRs and signs this Subscriber
Pages o Al Agreement in Scction E.
User Name: dianasigedx(@yahoo.com
eg.1-5,8 11-13 Subscriber Name: Diana Mendoza
Organization: CDX TESTI
Email Address: dianasigedx(@yahoo.com
Copies 1 Phone Number: (202) 564-2349
B. Permit Information
Layout Portrait v g requested for the
[ Permit 1D | Faciity Name | Facility \ddres | Relatiomsbip | Authorized By |
Known _|INKNOWN
: e e P T
Color Black and white .
C. Terms and Conditions
Options | Two-sided « PURPOSE: This agreement creates a legally binding obligation for the signer of the

Agreement (the Responsible Official and/or Signatory Authority) to abide by the terms
and conditions for usc of the NetDMR System. and memorializes a mutual understanding
that the signer of this agreement is as legally bound. obligated, and responsible by use of

+  More settings the assigned clectronic signature as by 3 hand-written signature.

+ ACCEPTANCE & EFFECT: Acceptance of this agreement by the Regulatory Authority
shall be evidenced by notice from the Regulatory Authority. provided electronically, that

Print using system dialog... (Ctrl+Shift+P)
this agrecment has been approved.

Figure 3-6: Print Confirmation

23.0nce signed, mail SA to Regulatory Authority at the address listed on the bottom of
Subscriber Agreement.

Note: Paper process can take several weeks for RA to complete
and grant access to NetDMR.

3.3.2.2 Electronic Subscriber Agreement:

24.1f signing electronic SA, click on i &n Electronicallyo on bottom of confirmation
page (Figure 3-4).
« Confirm Access Requests to a Permit and Associated DMRs

The table below contains the access requests that you have entered.

Permit ID Requested Additional Information
Role

nmo000051  Signatory what is your employer's relationship to the facility or facilities?*: Facility ¥

1 have the authority to enter into this Agreement for the Permittee under the applicable standards.
1 am authorized by the person below who does have the authority to enter into this Agreement for the Permittee under the

applicable standards.
The following fields are required.

Responsible Official Name: l:l

Responsible Official Title: l:l

Responsible Official Phone Number: l:l

Respensible Official Email Address: l:l
C| Sign via Paper H Sign Electronically | Eancel |

-
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25.Upon cl i 8kgngEDbac fiampop-upbdaxwil gppear confirming you
have chosen to sign your SA electronically (Figure 3-7).
26.Click on Sign Electronically to sign SA.

Please sign the Subscriber Agreement(s) by clicking the "Sign Electronically’ button below.

If you are a Responsible Official, your request will be sent directly to the Regulatory Authority via email. If you are a
! Duly Authorized Representative, your Responsible Official must access NetDMR. to approve your request before it is

! sent to the Regulatory Authority.
i Your status will be Pending until your request is approved by the Regulatory Authority. Thank you for choosing to sign
i your Subscriber Agreement electronically.

Figure 3-7: Print Confirmation

27.An eSignature Authorization window will pop up with your User ID and Password
(Figure 3-8).
28.Complete the following steps for authorization:
U First step: Authenticate

9 Enter password to start authenticate eSignature process.
U Second step: Verify

9 Answer security question
U Third step: Sign

fCliclkigmon

eSignature Authorization

1. Authenticate 2. Verify 3. Sign

Login to CDX

User: .
Question:

What is your favorite movie?

Password:
Answer:

Figure 3-8: eSignature Authorization

29.A ='Request Access to a Permit and Associated DMRs message will appear that
your electric SA was successful and submitted for approval.
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